
Benefits of Integration

• Access to an end-to-end
solution that leverages Elastic's
expertise in log management
& analytics and CyberSponse's
automation framework, saving
the analyst's time by a huge
margin.

• Use CyberSponse's
Elasticsearch connector in
CyOPs™ playbooks to
dynamically query data lakes
and provide analysts with
answers to their queries
quickly and seamlessly.

• Leverage Elastic's machine
learning capabilities and take
faster and effective response
actions.

The Solution

Elastic, the company behind the Elastic Stack 
(Elasticsearch, Kibana, Beats, Logstash) offers a set of 
products to build a comprehensive and cutting-edge 
security analytics solution in both performance and 
operating cost for cybersecurity and SIEM related use 
cases. This integration with CyberSponse and the Elastic 
Stack demonstrates a combined solution set that 
leverages an open-source incident response framework 
and enables automated triaging, investigations, and 
remediations leading to rapid response to security-based 
alerts. The solution leverages Elastic’s advanced machine 
learning capabilities to trigger dynamic automated 
response actions using out-of-the-box CyOPs™playbooks.

The combined capability addresses the greatest problems 
faced by security today: too much work, too little time, 
and not enough resources. The combined integration 
helps save time for analysts, increases speed of alert 
responses, and offers real-time remediation capabilities 
for security operations teams. This time savings translates 
to greater resource availability for the remediation of 
alerts, better management of security products, and an 
overall increase in team production and morale.

Partner Solution Brief

CyberSponse & Elastic
A fully integrated security analytics and automation platform leveraging Elastic’s 
cutting-edge cyber security capabilities for SIEM related use cases and Cybersponse's 
best-in-class cyber automation, orchestration, and case management platform.

http://cybersponse.com
https://www.elastic.co
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1. Forwarding Alerts From Elasticsearch To CyberSponse

Elastic allows security analysts to create alerts that allow conditional forwarding of events from 
the Elastic Stack to the CyberSponse Incident Response platform. Apart from conditionalization 
capabilities, alerts also allow security operators to supply multiple configurations such as 
threshold, severity, and other variables, to enable custom or condition-based response.

Using its native API triggers, the CyOPs™ orchestration engine provides a tight bidirectional 
relationship to receive alerts and notifications from Elastic, all while allowing security operators 
to automate and orchestrate high-speed incident and alert responses. Define CyOPs™ playbook 
actions for an alert. Check for pre-defined conditions and upon finding a match, send the alert 
data along with the event metadata to CyOPs™ for further analyst investigation and quick 
remediation or response. Various alerts can leverage a multitude of different automated actions 
by using custom CyOPs™ playbooks. These playbooks allow you to use the Elastic Stack and 
CyOPs™ and cover a wide range of comprehensive security use cases for Security Operations 
Centers and Analysts ranging from juniors to even the most advanced threat hunters.

Configuring a Watcher in Elastic to forward alerts to CyberSponse:

Learn more at CyberSponse.com

cybersponse.com
cybersponse.com
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2. Working with Elasticsearch alerts within CyOPs™and using the CyberSponse
Elasticsearch Connector

Upon receiving Elastic security related alerts, pre-configured automated CyOPs™ playbooks 
execute or trigger actions based on matching alert conditions, variables, and severity ratings. 
Apart from the mapped event data, CyOPs™ also taps into the raw data of the alert provided by 
Elasticsearch in order to provide the analysts context around the alert itself. This functionality 
helps build robust incident response playbooks that leverage important data statements and 
indicators of compromise, all without the necessity of creating additional work for analysts or 
the playbook engineers.

With these automated playbooks, CyOPs™ and Elastic are leveraging first-class, out-of-the-box 
integrations of a wide range of other security products, along with communicating back to the 
Elastic Stack to query data requests. These communications function in a bi-directional manner, 
so that the analyst can ask the most important questions based on data in Elasticsearch and 
receive the answers instantly. The CyberSponse Elasticsearch connector works with CyOPs™ 
playbooks to dynamically query the data lake for answers, saving analysts a considerable amount 
of time required to switch between security products or long wait times before the queries are 
answered.

Following is an illustration of a CyOPs™ use case that queries Elasticsearch for more information 
-triggered on demand, at the click of a button, from an analyst’s workbench:

Learn more at CyberSponse.com
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3. Using Additional Insights and Making Informed Decisions

Using its highly configurable case management, the CyOPs™ platform can ingest the additional 
query data received from Elastic and present it to analysts for immediate analysis, alert 
escalation, and even remediation actions (triggers). With its case management capabilities, the 
automation of task assignments provides analysts and managers with real time allocation of 
work and load balancing between team members. The playbook that assigns such tasks offers 
analysts direction and instruction to take further containment actions according to company 
policy or based upon agreed incident response procedures while load balancing how much work 
each analysis receives in a given day or hour.

The following example illustrates when and where a CyOPs™ | Elastic playbook automatically 
queried Elasticsearch for alert information where a malicious source IP attempted to login to a 
host. This playbook also uncovers that this malicious source IP had successfully logged into the 
host and the alert is escalated to an incident where remediation actions to be taken on the host 
will be assigned to the appropriate team in real time.

Learn more at CyberSponse.com
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Using CyberSponse's enterprise incident 
response platform coupled with the Elastic 
Stack provides a seamless cybersecurity 
incident management solution. CyberSponse 
now also supports dynamic and rule-based 
playbooks and leverages Elasticsearch and 
Kibana for real-time decisions based on the 
threat categories, alert context, indicator 
intelligence, and multiple other parameters.

With its incident management, case 
management, and role-based capabilities, 
CyOPs™ also enables security organizations to 
setup team hierarchies, individual profiles, 
and specific module/page level permissions 
and access controls. The RBAC capabilities 
allow for comprehensive and detail-oriented 
handling of security events, real-time incident 
response, and team collaboration.

The CyOPs™ platform is very easy to use and 
comes in various themes to suit personal 
preferences and data modeling. Dedicated 
modules (with option to create modules), 
include models for Indicators, Emails, Alerts, 
Incidents, and Events.

With seamless integration to the Elastic Stack, 
CyOPs™ and Elastic raise the bar of handling 
cybersecurity activities and make it more 
suitable and reasonable to handle the 
dynamic nature of today's cybersecurity alerts 
and events.

About Elastic
Elastic builds software to make data usable in 
real time and at scale for search, logging, 
security, and analytics use cases. Founded in 
2012, the company develops the open source 
Elastic Stack (Elasticsearch, Kibana, Beats, and 
Logstash), X-Pack (commercial features), 
Elastic Cloud (a hosted offering), and 
solutions for APM, Site Search, App Search, 
and more. To date, there have been more 
than 250 million cumulative downloads and 
the Elasticsearch user community has grown 
to more than 100,000 developers across 100 
countries. 

Learn more at www.elastic.co

 Resources

 About CyberSponse: 
 www.cybersponse.com/about

 About Elastic:
  www.elastic.co/about

Founded in 2011, CyberSponse is a leading provider of automated incident response (IR) solutions for cyber security threat 
management. Most security groups within organizations today use Word, Excel, and internal email to manage their daily 
security operations. CyberSponse takes a different approach and believes that an automated and transparent view of SecOp 
efforts and true situational awareness for all levels of management is required for proactive management of the complexity of 
IT Security. The CyberSponse technology platform dramatically improves the efficiency and the effectiveness of the daily SecOps 
team’s efforts against cyber-attacks by providing a centralized system for managing, monitoring, reporting, and analyzing an 
organization’s entire IT Security infrastructure and processes.

LLearn more at earn more at CyberSponseCyberSponse.com

http://cybersponse.com
http://cybersponse.com
https://www.elastic.co
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